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Appei - es

Appendix A

Indicative Alert Indicators for Branches

S. No. Alert Indicator Indicative Rule I Scenario

1 CV1.1 - Customer left witho - ~ rJ ,.,.-n",..,::> did no open accoun after being

opening account ir-f·~eC - C req i e en s

2 CV2.1 - Customer offered false or • r.,.",;- ~""'" &, 'd,. . oc ents ores - se e.·uo~~"

forged identification documents ~ e . - c::. a ears 0 be coun erfei ed,

a tered or i accurate

3 CV2.2 - Identity documents are • Identity documen s presented are not verifiable i.e.

not verifiable Foreign documents etc.

4 CV3.1 - Address found to be non • Address provided by the customer is found to be

existent non existent

5 CV3.2 - Address found to be • Customer not staying at address provided during

wrong account opening

6 CV4.1 - Difficult to identify • Customer uses complex legal structures or where

beneficial owner it is difficult to identify the beneficial owner

7 I LQ1.1 - Customer is being • Cus omer has been the subject of inquiry from any

in es iqa ed for criminal offences la enforcemen agency rela ing 0 criminal

o e ces

8 LQ2.1 - Custo er is being • Custo er has been e subiect of inquiry from any

i es ·ga ed or TF offences la enforcemen agency reia ing ·0 TF or terrorist

acti ities

9 MR1.1 - Adverse media report • Match of customer de ails with persons reported in

about criminal activities of local media I open source for criminal offences

I cus omer

10 MR2.1 - Adverse media report • Match of customer details with persons reported in

about TF or terrorist activities of local media I open source lor terrorism or terrorist

customer financing related activities

11 E11.1 - Customer did not complete • Customer did not complete transaction after

transaction queries such source of funds etc.

12 E12.1 - Customer is nervous • Customer is hurried or nervous

13 E12.2 - Customer is over cautious • Customer over cautious in explaining genuineness

~.~ ;~-;~.~.:;.-.r::.:::-;.~:.:-::-:
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S. No. Alert Indicator Indicative Rule I Scenario I

14 E12.3 - Customer provides • Customer changes the information provided after
Iinconsistent information more detailed information is requested.

• Customer provides information that seems

minimal, possibly false or inconsistent.

15 E13.1 - Customer acting on behalf • Customer has vague knowledge about amount of

of a third party money involved in the transaction.

• Customer taking instructions for conducting

transactions

• Customer is accompanied by unrelated individuals.

16 E13.2 - Multiple customers working • Multiple customers arrive together but pretend to

as a group ignore each other

17 I E14.1 - Customer avoiding nearer • Customer travels unexplained distances •

branches ransactions

18 E14.2 - Customer offers different • Customer offers different iden jfica . s I dr.fe~ .
identifications on different occasions with an apparent attempt to a oid

occasions linkage of multiple transactions.

19 E14.3 - Customer wants to avoid • Customer makes inquiries or tries to convince staff

reporting to avoid reporting.

20 E14.4 - Customer could not explain • Customer could not explain source of funds

source of funds satisfactorily

21 I E15.1 - I ransaction is • Transaction is unnecessarily complex for its stated

unnecessarily complex purpose.

22 E15.2 - Transaction has no • The amounts or frequency or the stated reason of

economic rationale the transaction does not make sense for the

particular customer.

23 E15.3 - Transaction inconsistent • Transaction involving movement of which is

with business inconsistent with the customer's business

24 E16.1 - Unapproved inward • Foreign remittance received by NPO not approved

remittance in NPO by FCRA

25 PC1.1 - Complaint received from • Complaint received from public for abuse of

public account for committing fraud etc.

26 SA 1.1 - Alert raised by agent • Alert raised by agents about suspicion
.. - .. . __ I L. .. ~-~~~r::- A 1-:-4 -""=!;=-~~ ~\, _+hor inc+!h Itil"\nc: c:ubsirii;:}rip.s or. - ... , . _._ .. '-- -- .. ..- ~ . ...

institution business associates including cross-border referral
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Appendix B

Red Flag Alerts:

1 WL 1.1 - Match with U lis o customer details with individuals/ entities

S. No. Alert Indicator Indicative Rule I Scenario

2 WL 1.2 - Match with UAPA Lis

4 WL2.1 Match with other • atch of customer details with criminals on lists 0

criminal list Interpol, EU, OFAC, Commercial lists (World-

Check, Factiva, LexisNexis, Dun & Bradstreet etc.)

and other sources

5 TM1.1 High value cash • Cash deposits greater than INR [X1) for individuals

deposits in a day and greater than INR [X2) for non individuals in a

day

• Top [

6 High value cash • Cash INR [X1] fo

individuals and grea er

individuals in a day

3 WL 1.3 - Match with other TF lis

7

deposits in a oa

designated

:::-C, Co mercial lis s (World

Ch k, Facti a, exis exis, Dun & Bradstreet etc.)

and 0 her sources

individuals and greater han I R

individuals in a day

• Top [N] non-cash deposits in a day

for non

8

deposits in a month

• on-Cash withdrawals greater than

individuals and greater

individuals in a day

• Top [N] non-cash withdrawals in a day

1.4 - High value non-cash

withdrawals in a day

TM2.1 High value cash • Cash deposits greater than INR [X1] for individuals

and greater than t'NR [X2] for non individuals in a

month

• Top [N} cash deoosits in a month-

9
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S. No. Alert Indicator Indicative Rule I Scenario l
-

10 TM2.2 - High value cash • Cash withdrawals greater than INR [X1] for

withdrawals in a month individuals and greater than INR [X2] for non

individuals in a month

• Top [N] cash withdrawals in a month

11 TM2.3 - High value non-cash • Non-Cash deposits greater than INR [X1] for

deposits in a month individuals and greater than INR [X2] for non

individuals in a month

• Top [N] non-cash deposits in a month

12 TM2.4 - High value non-cash • Non-Cash withdrawals greater than INR [X1] for

withdrawals in a month individuals and greater than INR [X2) for non

individuals in a month

• Top [N] non-cash withdrawals in a -
13 TM3.1 - Sudden high value • Value of ansae is elhanE ---.-,... r _

transaction for the client previous largest transaction for the cJie (or d-e n

profile)

14 TM3.2 - Sudden increase in • Value of transactions in a month is more than [Z]

value of transactions in a month percent of the average value for the client (or client

for the client profile)

15 TM3.3 - Sudden increase in • Number of transactions in a month is more than [Z]

number of transactions in a percent of the average number for the client (or

month for the client client profile)

16 TM4.1 - High value transactions • Transactions greater than INR [Xl in newly opened

in a new account account within [V] months-17 TM4.2 - High activity in a new • Number of transactions more than [N] in newly

account opened account within [Y] months

18 TM5.1 - High value transactions • Transactions greater than INR [X] in dormant

in a dormant account account within [Y] days of reactivation

19 TM5.2 - Sudden activity in a • Number of transactions more than [N] in dormant

dormant account account within [Y] days of reactivation

20 TM6.1 - High value cash • Cash transactions greater han INR[X] by

transactions inconsistent with customer with low cash requirements such as

profile Students, Housewife, Pensioners, Wages and
-'-' -- - . -----,.- - -- -,.- =-.- r ~r- .• -"-~- -

TM6.2 - High cash activity • Number of cash transactions greater than [X] by
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S. No.

24

TY2.1

Alert Indicator

inconsistent with prof e

Indicative Rule I Scenario

er with low cash requirements such as

Housewife, Pensioners, Wages and

22 TY1.1 Splitting 0

deposits just below

10,00,000 in multiple accou

in a month

23 TY1.2 Splitting of cash

deposits just below INR 50,000

TY1.4 Routing of funds

through multiple accounts

withdrawals

27

between INR

01 R 999.999.99) in mul iple accounts

] . es i a mon h

•

25 TY1.5 - Frequent low cash • Cash deposits in amounts ranging between INR

deposits [X1] to [X2] greater than [N] times in [V] days

26' TY1.6 - Frequent low cash • Cash withdrawals in amounts ranging between INR

e .ee I ;:{ D, - 0 I

[ ] imes in M days

• Transactions greater than INR[X1] between more

than[N] accounts aggregating to more than[X2] on

the same day

[X1] to [X2) greater than [N] times in M days

28

any to one fund • Funds sen by more than [N] remitters to one

recipient

o many fund I. Funds sent by one rem' er 0 by more than [ 1
recipients

29 providing • Customer provided different IDs or Date of Birth at

different instances

30

TY4.1 - Repeated small cash

deposits followed by immediate

ATM withdrawals in different

location

31

32

• Common addressftelephone used by multiple

unrelated customers

• Common IDs used by multiple customers

• Group of individuals conducting transactions at the

same time

• Cash deposits in amounts ranging between INR

[X1] to [X2] greater than [N] times in [Y] days

followed by immediate ATM withdrawals in differen

location

• Account to account transfer (RTGSI NEFT) from

!~,:re'2t,:,d ~"r+io" !'1 ~m0,!"ts q"!rlQ!ng betwe8n INR
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S. No. Alert Indicator Indicative Rule I Scenario

followed by immediate ATM [X1] to [X2] greater than [N] times in [Y] days

withdrawals followed by immediate ATM withdrawals

33 TY4.3 - Repeated small value • Inward remittance (especially from high risk

inward remittance from countries) from unrelated parties in amounts

unrelated parties followed by ranging between INR [X1] to [X2] greater than [N]

immediate ATM withdrawals times in [Y] days followed by immediate ATM

withdrawals (especially other banks' ATMs)

34 TY4.5 - Repeated small value • Inward remittance (especially from high risk

inward remittance from countries) used for purchase of communication

unrelated parties used for equipments, tickets, hotel booking etc.

specified activities

35 TY5.1 - Majority of repayments Card repayments greater tha INR pq a...IIU_J" i:i•
in cash cas in ays

• Card repayment in cash is grea e 'a --~--.
r

of repayments in M days

36 TY5.2 - Large debit balance in • Debit balance in credit card is greater than INR[X]

credit card

37 TY5.3 - Large value card • Card usage greater than INR [X] for jewellery (MCC

transactions for purchase of 5944) in [Y] days

high value goods

38 TY5.4 - Large vaiue cash • Cash withdrawals greater than iNR [Xj against

withdrawals against international international card in [Y] days

card

39 TY5.5 - Repeated small value • Cash withdrawals against international card in

cash withdrawals against amounts ranging between INR [X1] to [X2] greater

international card than [N] times in [Y] days in locations with known

terrorist incidents

40 TY5.6 - Large' repetitive card • More than [N} transactions at same merchant

usage at the same merchant aggregating to more than INR [X] in M days

41 TY7.1 - Repayment of loan in • Loan repayments in cash greater than INR [Xl in

cash M months

42 TY7.2 - Premature closure of • Premature closure of FOR for amount greater than

larna FOR. throlJQh PO/DO !NR rXl \A!i!hi" rl\!1 rI",vc ",nr! DBv,..,.,o"t h\1 Dnion

43 TY7.3 - High number of cheque • Greater than [X1] number cheque leaves issued fo

leaves savings bank account and [X2] number of cheque
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S. No.

RM1.4 High value cash

transactions by dealer in

precious metal or stone

Alert Indicator Indicative Rule I Scenario

49 RM2.2 - High value inward • Inward remittance greater than [X] value

remittance aggregated in M days

44 TY7.4 Frequent

operations

45 RM1.1 - High value transactions •
by high risk cus omers

46 RM1.2 High value cash •
transactions in NPO

47 RM1.3 High value cash

transactions related to real

estate

48

50 ance in a • Inward remittance greater than [X] value in a new

account . in M days

5

52

53

a ens

ea es ssued for Current account in a period of [Y]

ris

[X] in

54 R 4.1

country with high TF risk

R [X] related to

• Cash transactions greater than INR [X] by dealer in

precious metal, precious stone or high value goods

in [YJdays

from the mone

[X] involving

havens or coun ries that are no vn for highl

secretive banking and corporate law practices.

• Transaction involving a country considered to be

high risk from the terrorist financing perspective.
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The following are some of the illustrative examples of 'Grounds of suspicion' which may lead

to a conclusion about the suspicious nature of the transaction (these are covered by the RBI

in its various circulars or IBA guidelines)

i) If a branch has reason to believe that a customer is intentionally structuring any

transaction into a series of transactions below the threshold of RS.50000/- (Rupees fifty

thousand). The branch should Verify identity and address of customer and also

consider filing a Suspicious Transaction Report (STR).

ii) In the circumstances when a branch believes that it would no longer be satisfied that it

knows the true identity of the account holder, the branch should also file an STR.

iii) Branches should pay special attention to all complex, unusually large transa s and

all unusual patterns, which have no apparent economic or visible

Transactions that involve large amounts of cash inconsis en e

expected activity of the customer should particularly attract the attention of the branch.

Very high account turnover inconsistent with the size of the balance maintained may,
indicate that funds are being 'washed' through the account. High-risk accounts have to

be subjected to intensified monitoring.

iv) Branch should exercise ongoing due diligence with respect to the business relationship

with every client & closely examine the transactions in order to ensure that they are

consistent with their knowledge of the client, his business and risk profile and where

.necessary. the source of funds.

v) If a branch has reason to believe that a customer is intentionally structuring wire

transfer to below Rs.SOOOO/-(Rupees fifty thousand) to several beneficiaries in order to

avoid reporting or monitoring, the branch must insist on complete Customer

Identification before effecting the transfer. In case of non-cooperation from the

customer, efforts should be made to establish his identity and STR should be made.

vi) Wire transfers lacking complete originator information shall be identified and this must

be considered as a factor in assessing whether a wire transfer or related transactions

are suspicious. If they are found to be of suspicious nature then STR to be created.

vii) "Money Mules" can be used to launder the proceeds of fraud schemes (e.g. p ishing

and identity theft) by criminals who gain illegal access to deposit accounts by recruiting

third parties to act as "Money Mules." The operations of mule accounts can be

Appendix C

ILLUSTRATIVE EXAMPLES OF 'GROUNDS OF SUSPICION'

Branches are, therefore, advised to strictly adhere to the guidelines on KYC issued and

to those relating to periodical updation of Customer Identification data after the account
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viii)

is opened. Branches are also req

themselves and their customers fr

Branches are required to apply e

'medium'. risk customers. Accor i

'high and medium risk accoun s'

associated with such accounts sho

suspicious transactions for filing STRs.

It is likely that in some cases transa a ed by cus orners on

being asked to give some details or 0 0 e branches should report

all such attempted transactions in STRs, e en if no comp e ed by customers. These

should be reported irrespective of the amount of the ransaction. Branches should raise

STRs if they have reasonable ground to believe that the transaction involves proceeds

of crime irrespective of the amount of transaction and/or the threshold limit envisaged

for predicate offences

The transactions that give rise to a reasonable ground of suspicion that these may

involve financing of the activities relating to terrorism should also be reported.

When a business relationship is already in existence & it is not possible to perform

Cus omer Due Diligence on the customer in respect of the business relationship STR

o be crea ed.

Accoun s of persons under investiga ion by any regula ory authority should be reported

as s spicious.

I is' perati e a e bank has a sys em in place, • ich '11 ensure that the account

of e erson 0 any dubious bac gro nd is not opened or any suspicious transaction

if ro rough the branch will be identified. The CIP module of he AML package

thro s he alerts, if the name of the accountholder is similar 0 the name of the persons

enumera ed in the various lists uploaded in the system (U sanctioned Terrorist list,

umbai Police List, RBI cautioned list of exporters). If the branches are unable to

establish if the true identity of the account holder is different from the name appearing

in he list, then the same need to be reported as STR.

ni or transactions in order to protect

such fraudsters.

e diligence measures on 'high' and

-~,r:C1'>"V"l'esare also required to subject these

ansaction moni oring. Higher risk

acco n y e branches 0 iden ify

'0

ix)

x)

xi)

xii)

Ii)

Subjective test for identifying suspicious transactions:

The review of pattern of transactions in the account and other related information provides

an insight into intended purpose of the transaction. Examples where such review can assist

in meeting the subjective test that 'gives rise to reasonable ground of suspicion' is as follows:

T~3:-'~:2':~;'.:'~!:'?ttom er'" not rf}nsistpnt with normal business. personal, remittance or

tourist spending activity. For eg: High value transactions in the account of a maid

servant, tailor etc.:

Page 56 of 66



ii) The amounts or frequency or the stated reason of the transaction does not make

proper business sense or not commensurate with the profile of the customer, say

student, etc.;

iii) Large number of transfers received at once or over a certain period of time which is

much greater than what would be expected for such a receiver:

iv) Unrelated sender or receiver;

v) Customer who travels unexplained distances to conduct transactions;

vi) Migrant remittances made outside the usual remittance corridors;

vii) Personal funds sent at a time not associated with salary payments;

viii) Several accounts with same authorized signatories/introducer;

ix) Cash deposited and transferred to own account with other bank or veceversa;

x) Property transactions though cheque/RTGS in a newly opened account;

xi) Walk in customer especially saying that he does not have any bank accou ate:

xii) It should be ensured that the business transac ions are no ro ed

the business accounts. eq: Business ransactions ro ed Ull'O\.lyil ='--=--.~ acCO'!!..>l

should be treated as suspicious.

Page 57 of 66



"ppendix D

. Details of the element of Suspicion in the ne reporting format

Element

Source Of Alert

Alert Indicator

S s .. OLe To
Proceeds Of C· e

Suspicion Due To
Complex Trans

Permissible values are:
CV - Customer Ve ·:-ca-·
WL - Watch Lis
TY - Typology
TM - Transaction "'U'Ii ••''-''

RM - Risk Manage e
MR - Media Repo s
LQ - Law Enforcemen gency Query
EI - Employee lnitia ed
PC- Public Complain
BA - Business Associates
ZZ - Others
XX - Not Categorised

Red Flag indicator which had generated alert resulting
in STR.

The reporting entity may use a standard language of
the red flag indicator. The reporting entity may use the
language used in the instructions of the regulator or
communication of FlU-IND.

Len th

2

100

1

1

Perrnissi Ie alues are:
Y- Yes

- 0
X - 0 ca egorised

One STR ma be related to more than one clause.
Whether the suspicion is on account of clause (b) of
Rule 2(1) (g) relating to circumstances of unusual or
unjustified complexity.

Permissible values are:
Y- Yes
N- No
X - Not categorised

Mandato.

Yes

. No

Yes

Yes

lOne STR may be related to more than one clause.
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Description Lenqth
--

Element Mandate -
Whether the suspicion is on account of clause (c) of
Rule 2(1) (g) relating to no economic rationale or
bonafide purpose.

Suspicion Due To Non Permissible values are:
1 YesEconomic Rationale Y- Yes

N- No
X - Not categorised

One STR may be related to more than one clause.
Whether the suspicion is on account of clause (d) of
Rule 2(1) (g) relating to financing of the activities
relating to terrorism.

Suspicion Of Permissible 'values are:
1 YFinancing Of Terrorism Y- Yes

N- No
X - Not categorised

One STR may be related to more !han o..•e da..lSe.
Whether the STR relates to an a em teo -
that was not completed. Permissible values are:

Attempted Transaction Y- Yes es
N- No
X - Not categorised

Summary of suspicion and sequence of events
covering following aspects:

• Background/profile/occupation of the customer
and other related individuals/entities.

• When did the relationship with the customer
begin?

• How was suspicion detected?

• What information was linked or collected during
the review process?

• What explanation was provided by the subject(s)
or other persons (without tipping off)?

Grounds Of Suspicion • Summary of suspicion 4000 Yes

• Whether the suspicious activity is an isolated
incident or relates to another transaction?

• Who benefited, financially or otherwise, from the
transaction(s), how much, and how (if known)?

• What is the volume 0 transactions in repo ed
accounts in the financial year, and what is the,. volume of cash transactions?

• Whether any STR filed for the customer earlier?
.- --_ .._----_._- ---- -_._-- --_._- "- ..= ;-'-;-"i uU~,\.ivl'cu IIIIVII' IOllVl1 Lllcn 111I~:1I1l O";:>I;:)l lavv

enforcement authorities.
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Element Mandato

Permissible values are:
C - Complete
P - Partial
X - Not categorised

LEA Details

Priority attached to the report as per assessment of the
reporting entity.

Descri tion
Details about investiga . oeinq conducted covering
the name of agency, corta erson and contact
details.

Details Of
Investigation The investigation co I

entity or any investiqati ,..
In case of law enforc
contact person needs
LEA Details below.
Whether any Lawen orc:er-:e . a:e~
about the incident re --2 S

LEA Informed

Permissible values are:
R - Informa ion recei ed
S - Informa ion sen
N - 0 correspondence sent or received
X - Not ca egorised.

Refer section 11.1.7.2 for further details on
enumerations.

ed

Len th

4000

1

No

Yes

Contact details of person in the law enforcement
agency whichis conducting the investigation.

The details of the investigation should be furnished
under Details Of Investi ation above.

Permissible values are:
P - Very High Prio .
P2- High Priority
P3- ormal Prio ..

- 0 ca egorised

Report Coverage

Refer section 11.1.7.4 for further details on
enumerations.
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Element Description Length Mandat
Whether the reporting entity wants to submit additional
documents separately for the STR.

Permissible values are:
Y - Yes

Additional Documents N - No 1 Yes
X - Not categorised

The reporting entity can't upload additional documents
with the report. They will be sent a separate request for
providing additional information.

Page 61 of 66



Appendix E

Indicative List of High / Medium risk customers

The following lists are indicative and can e expanded. The banks have the option to

upgrade the risk categorisation (i.e. medium 0 igh) for any specific industry / segment.

Characteristics of High Risk Customers

1. Individuals and en ities in various U . ed atio s' Security Council Resolutions

(UNSCRs) such as U 1267 etc.:

2. Individuals or entities listed in the schedule to the order under section 51A of the

Unlawful Activities (Prevention) Act, 1967 relating to the purposes of prevention of,

and for coping with terrorist activities;

3. Individuals and entities in watch lists issued by Interpol and other similar international

organizations;

4. Customers with dubious reputation as per public information available or

commercially available watch lists;

5. Individuals and entities specifically identified by regulators, FlU and other competent.

authorities as high-risk;

6. Cus omers conducting their business relationship or transactions in unusual

d sta ces, such as significan a d unexplai ed geographic disfance between

institution and . e location of the cus er, frequen and u explained movement

or accou s 0 d' 'ere ins' utions, eque and nexplained movement of funds

ria s geogra ic ioca'ons e C.;

C scorners based . ns ic ions or loca ions (refer Appendix G);

8. exposed persons (PEPs) 0 oreign origin, cus omers who are close

re a' es 0 PEPs and accounts 0 • ich a PEP is the ultimate beneficial owner;

9. on-residen cus 0 ers and foreign na ionals;

O. Embassies I Consulates;

11. Off-shore (foreign) corporation/business;

12. Non face-to-face customers;

13. High net worth individuals;

14. Firms with 'sleeping partners' ;

15. Companies having close family shareholding or beneficial ownership;

.':. :::::_'::':;:'~::-:"t::.::;:;';:::~~~.;;;;~;;;;;;~ :;~~u;:;,u,<;3, 'v'v'iliCii Coil I,-,a;';~ ii t:d:sit::! lU conceal

underlying beneficiaries, where there is no legitimate commercial rationale;
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17. Shell companies which have no physical presence in the country in which it is

incorporated. The existence simply of a local agent or low level staff does not

constitute physical presence;

18. Investment Management / Money Management Company/Personal Investment

Company;

19. Accounts for "gatekeepers" such as accountants, lawyers, or other professionals for

their clients where the identity of the underlying client is not disclosed to the financial

institution;

20. Client Accounts managed by professional service providers such as law firms,

accountants, agents, brokers, fund managers, trustees, custodians, etc;

21. Trusts, charities, NGOs/NPOs (especially those operating on a "cross-border" basis)

unregulated clubs and organizations receiving donations (excludinq

promoted by United ations or its agencies);

22. oney Service Business: i . g sel er 0': c _

Money Transmission / Chec Cashing I Currency Dea or Ex e:

23. Business accepting third party checks (except supermarkets or re ail s es

accept payroll checks/cash payroll checks);

24. Gambling/gaming including "Junket Operators" arranging gambling tours;

25. Dealers in high value or precious goods (e.g. jewel, gem and precious metals

dealers, art and antique dealers and auction houses, estate agents and real estate

brokers);

26. Customers engaged in a business which is associated with higher levels of

corruption (e.q., arms manufacturers, dealers and intermediaries;

27. Customers ellyageu in industries that might relate to nuclear proliferation activities or

explosives;

28. Customers that may appear to be Multi level marketing companies etc.

Characteristics of Medium Risk Customers

1. Non-Bank Financial Institution;

2. Stock brokerage;

3. Import I Export;

4. Gas Station;

~ r.-::>r I Rn",t I Pbnp n';",\prc::hin'...~. . ...•.....•. "---. . . ... ~... -.- .,.-...... - .-;- :

6. Electronics (wholesale);
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7. Travel agency;

8. Used car sales;

9. Telemarketers;

10. Providers of telecommunica io s ser

cards, phone center;

11. Dot-com company or internet business"

12. Pa nshops;

13. Auc ioneers:

14. Cash-Intensive Businesses such as res auran s, re ail shops, pa 'ng garages, fast

food stores, movie theaters, etc.;

100 call service, phone

15. Sole Practitioners or Law Firms (small, little known);

16. Notaries (small, little known);

17. Secretarial Firms (small, little known);

18. Accountants (small, little known firms);

19. Venture capital companies.
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Appendix F

Indicative List of High I Medium risk Products &. Services

1. Electronic funds payment services such as Electronic cash (e.q., stored value and

payroll cards), funds transfers (domestic and international), etc

2. Electronic banking

3. Private banking (domestic and international)

4. Trust and asset management services

5. Monetary instruments such as Travelers' Cheque

6. Foreign correspondent accounts

7. Trade finance (such as letters of credit)

8. Special use or concentration accounts

9. Lending activities, particularly loans secured by cash collateral and marketable

securities

10. Non-deposit account services such as Non-deposit investment products and

Insurance

11. Transactions undertaken for non-account holders (occasional customers)

12. Provision of safe custody and safety deposit boxes

13. Currency exchange transactions .

14. Project financing of sensitive industries in high-risk jurisdictions

15. Trade finance services and transactions involving high-risk jurisdictions

16. Services offering anonymity or involving third parties

17. Services involving banknote and precious metal trading and delivery

.18. Services offering cash, monetary or bearer instruments; cross-border transactions,

etc.
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